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Security is Omnipresent

Security Protocols are everywhere:
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Given the Protocol:

A = B {{k}seca) }pr()
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Motivation: Cutting Corners

Given the Protocol:
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Motivation: Cutting Corners

Given the Protocol:

A— B: {{k}sk(A)}pk(B)
B — A: {s}

What needs to be modeled?
» Users — {A, B}
> Keys — {pka, pkb, ska, skb, k, I}
» Secrets— {s, t}

Can we make these abstractions?
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Solution: Data Independence

» ldea: Convert data type, e.g., secret into abstract
type variable, e.g., X

» Processes must not obtain info about specific
contents or size of X

» Theory by Lazic [2] provides thresholds
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Quick Summary of CSP

Communicating Sequential Processes

Prog = in!Msg—Stop |[{in.+}]| in?m— ((out!m—Stop) N Stop)
N—— ~ /

-~

P Q
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Quick Summary of CSP

Communicating Sequential Processes

Prog = in!Msg—Stop |[{in.+}]| in?m— ((out!m—Stop) N Stop)
N—— ~ /
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P Q
Traces:

{(in.Msg), — in Q just Stop was chosen.
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Quick Summary of CSP

Communicating Sequential Processes

Prog = in!Msg—Stop |[{in.+}]| in?m— ((out!m—Stop) N Stop)
N—— [\

4

-~

P Q
Traces:

{(in.Msg), — in Q just Stop was chosen.
(in.Msg, out.Msg) }

Refinement:

Spec C ¢ Impl < traces(Impl) C traces(Spec)
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Protocol — CSP

Emitter(a: USR) =
[1b : USR @ [ | sesskey : KEY @

let
sigK = (enc.(sk a, key.(sesskey)))
A= B A{k Yk bk . . L
B A let msg = enc.(pk b, sigK) within
o ’{S}k send'!a'b!msg
—[]s:Xe
recv'!a!blenc. (k.(), scrt.s)
— STOP
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Protocol — CSP

Emitter(a: USR) =
[1b : USR @ [ | sesskey : KEY @
let
sigk = (enc.(sk a, key.(sesskey)))

A — B {{k} within
B— A ii}j ol let msg = enc.(pk b, sigK) within

send'!a'b!msg
- []ls:Xa@

recv!a!blenc. (k. (), scrt.s)
— STOP
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Data Independence in Security Protocols

Intuitively: Security Protocols are Data Independent wrt. Message Contents

» Messages only get passed around
» Repackaging and Equality testing of Contents
» Never “look into” the content
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Data Independence in Security Protocols

Rigorous Approach

» Typed version of CSP
» Only data independent operations for type variables
» Pis X-DI & X e FV(T) and I' = P : Procy 4
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Data Independence in Security Protocols

Rigorous Approach

» Typed version of CSP
» Only data independent operations for type variables
» Pis X-DI & X e FV(T) and I' = P : Procy 4

Examples

(C\{z})U{z: U} P: Procr,
'k |_|sz P : Procr,,

U ¢ eomm A ) g %
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ConSPire[4]

Initiator(self: USR) = |~| b: USR @ |~| na: NONCE @
send!self!b!enc.(pk b, sg.(cons.(nonce.na, cons.(user.self, nil. ()
|~| nb: NONCE @
recv!selfl!blenc.(pk self, sq.(cons.(nonce.na, cons.(nonce.nb, nil. ()
commit!self!b!na
running!self!b!nb
send!self!b!enc.(pk b, nonce.nb
SKIP

> Machine Readable Responder(self: USR) = |~| a: USR @ |~| na: NONCE @

recv!selflalenc.(pk self, sq.(cons.(nonce.na, cons.(user.a, nil.()
running!self!al'na
. |~] nb: NONCE @ (nb != na) &
» AUtomatlc Type send!self!alenc.(pk a, sq.(cons.(nonce.na, cons.(nonce.nb, nil. ()

(:I] k- recv!selflalenc. (pk self, nonce.nb
€c Ing commit!self!a!nb

SKIP

> Slmllar Syntax to Participant(u:USR) = Initiator(u) |~| Responder(u

(:ESF)AJ Network = send?from?to?m -> recv!to!from!m -> Network

Impl = ua = a.
ub = b.
Participant (ua | |1 Participant(ub

send.*{USR.USR.MSG}, recv.*{USR.USR.MSG Network

Impl : T




Threshold for Secrets

Given “No secret sent as plain text" :
Spec = pup : Procr,.(send?a?b?m — p) M (recv?a?b?m — p)

What is the minimum size for | X|?
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Threshold for Secrets

Given “No secret sent as plain text" :
Spec = pup : Procr,.(send?a?b?m — p) M (recv?a?b?m — p)
What is the minimum size for | X|?

» {} F Spec: Procr,

» {} F Impl: Procy

» Impl fulfills PosConjEqT
» Spec fulfills NoEqT

» | X| sufficient!
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Challenge: Users as Type Variables

Approach

Impl = (H‘ u: USR @ Participant(u))

|[ {send.*{USR.USR.MSG}, recv.*{USR.USR.MSG}} ]
Network
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Challenge: Users as Type Variables

Approach

Impl = (m u: USR @ Participant(u))

|[ {send.*{USR.USR.MSG}, recv.*{USR.USR.MSG}} ]
Network

Problem

(C\{z})U{z: U} P: Procry U e T+

FI—|||I:UP:ProcT7X hoEx
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Data Independent Introduction
Proposed by S. Creese [1] — Superstate as Invariant:

» Spec L Superstate(U) |[ Ay || Network

> Superstate(SU{c})|[An]|MCr
(Superstate(S) |[U,s As| Ac]| Participant(c)) [[An]|M
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Data Independent Introduction
Proposed by S. Creese [1] — Superstate as Invariant:

» Spec L Superstate(U) |[ Ay || Network

> Superstate(SU{c})|[An]|MCr
(Superstate(S) |[U,s As| Ac]| Participant(c)) [[An]|M

Superstate(S) = recv?at?from?m — Superstate(S)
[

[] M(fold m checkScrt) &send?from?tolm — Superstate(S)

m:
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Data Independent Introduction
Proposed by S. Creese [1] — Superstate as Invariant:

» Spec L Superstate(U) |[ Ay || Network

> Superstate(SU{c})|[An]|MCr
(Superstate(S) |[U,s As| Ac]| Participant(c)) [[An]|M

Superstate(S) = recv?at?from?m — Superstate(S)

[l
=

_M(fold m checkScrt) &send?from?tolm — Superstate(S)

Yields: Threshold of 4
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Encoding an Intruder

Many hurdles:

» [Im:MSG @ ((isDeducible m) knowledge) & SpyFake(m, knowledge)
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Encoding an Intruder

Many hurdles:
» [Im:MSG @ ((isDeducible m) knowledge) & SpyFake(m, knowledge)

» if m € DB then ...else Stop
> El(m,S,Q) =11 ¢ if s == mthen Q else Stop

» Intruder can remember “indefinitely”
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Outlook

» Automatically check conditions
» Extend calculus for common operations (€)

» Encode more CSP,, features
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